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1. INTRODUCTION
Routing asymmetry is an important routing phenomenon,

which can influence the manner in which, we model and
simulate the Internet. For a pair of hosts A and B, if the
path from A to B (forward direction) is different from the
path from B to A (reverse direction), we say that the pair
of paths between A and B exhibit routing asymmetry. This
asymmetry in the Internet can appear on both AS level and
router level paths.

An in-depth study of routing asymmetry can undoubt-
edly increase our understanding of the Internet. However,
there have been few studies on routing asymmetry. One may
attribute this to the absence of a systematic approach for
quantitatively measuring asymmetry. Most previous work
focuses on asymmetry in terms of the difference in lengths
between the forward and reverse paths [1][2] between pairs
of nodes. Typically, such efforts simply classify a path as ei-
ther asymmetric or symmetric without quantifying the mag-
nitude of the asymmetry.

The goal of this work is to quantify the asymmetry in the
Internet at the AS and router (or link) levels. Note that
our objective is not just to identify the existence of routing
asymmetry but, more importantly, measure its magni-

tude. Since routing asymmetry can appear at both the
AS level and on router level paths, we examine both in our
study. We also try to look at the differences in asymmetry
between two kinds of networks — the academic networks
among US higher education and research institutes, and the
commercial Internet. In summary, we present a novel frame-
work for quantifying asymmetry and apply it to study the
aforementioned two networks. We quantify the differences
between the asymmetry displayed in the two networks. In
more detail, our contributions can be summarized as follows:
(1)We apply our “framework for quantifying asymmetry” to
capture the magnitude of the routing asymmetry at both
the AS and the router (link) levels.
(2) We propose a heuristic to determine if two IP addresses
correspond to the interfaces of the same link. We then use
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this heuristic to estimate the link-level asymmetry.
(3) We compare the distribution of asymmetry in US aca-
demic networks with that in commercial networks. We find
that the commercial Internet not only has a higher percent-
age of asymmetric pairs, but also displays a higher magni-
tude of the asymmetry.
(4) We find that the spatial distribution of the asymmetry is
skewed; a few end-points consistently participate on asym-
metric paths.

2. METHODOLOGY

2.1 Framework to quantifying routing asym-
metry

We propose a framework to quantify the routing asym-
metry between two end hosts by computing the the minimal
composite dissimilarity (MCD) between the entities on the
two routes, considered in sequence.[3] Basically, we treat the
two paths as two strings and we compare how “different”
they are. The MCD would be proportional to the minimal
edit distance of the two strings if the simple base dissimilar-
ity matrix [3] is used. However there are several subtleness
in defining the “cost” of the dissimilarity of two strings such
as handing multiple repetitions of the same character in the
string. We define two asymmetry metrics from the com-
puted MCD: AA (Absolute Asymmetry) and NA (length-
based Normalized Asymmetry). The former metric captures
the absolute magnitude of asymmetry inherent in a pair of
forward and backward paths, and the latter metric indicates
the extent to which a forward route between a pair of nodes
is “off” from its reverse counterpart; in other words, a pair
of long routes are considered to be less significantly deviant
from symmetry as compared with a pair of shorter routes
with the same absolute asymmetry.

2.2 A new tool and data collection
We use two sets of data, representing two different types

of networks that often appear in computer network research
literature. The first data set is collected by the Active Mea-
surement Project (AMP) from NLANR[4]. There are ap-
proximately 135 active monitors, mostly deployed among
North American higher education and research institutes.
The second set of data was collected by our REverse TraceR-
Oute tool(RETRO), which has vantage points spread among
about 300 different ASes, covering 55 countries. For both
AMP and RETRO monitors, full-mesh traceroutes are per-
formed between each pair monitors.
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Figure 1: AA Distribution
at AS level
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Figure 2: NA Distribution
at AS level

2.3 A heuristic towards measuring the link
level asymmetry

The challenge in measuring router/link level asymmetry is
the determination of whether two IP addresses belong to the
same link since traceroute only detects IP interfaces instead
of routers. However, the case is relatively easy for a point-
to-point link since the link would form a network (normally
/30 or /31) by itself. We propose the following heuristic to
determine whether or not two IP interfaces belong to the
same point-to-point link: Two IP addresses, one taken from
a forward IP path and the other from its reverse IP path,
belong to the same point-to-point link, if they belong to the
same /31 network, or the same /30 network with their last
two bits as 01 and 10.

We notice not all links on the paths are point-to-point
links. There are multiple-access links (such as Ethernet) ex-
isting, especially near the edge of the Internet. This poten-
tially results in causing “overestimates” of routing asymme-
try. We overcome the issue by relaxing the manner in which
we look for matching IP addresses Three level of relaxations
are proposed: We assume that two IP addresses from two
opposite direction of an IP path belong to the same link if
they are within (1)the same /24 network, (2)the same /16
network, and (3) the same AS.

3. EXPERIMENTAL EVALUATIONS
Fig 1 depicts the cumulative distribution of Absolute Asym-

metry (AA) at AS level for both the AMP dataset and the
RETRO dataset. We observe that the RETRO dataset not
only has a higher percentage of asymmetric routes, but also
displays a higher magnitude of asymmetry than the AMP
dataset. This is not because RETRO monitors are much
more spread out with respect to each other than AMP mon-
itors, since the length-based Normalized Asymmetry (NA)
distribution exhibits the same trend in Fig 2. This suggests
that path length is not a significant factor for difference in
the asymmetry levels between the RETRO and the AMP
datasets.

Second, we examine the routing asymmetry at the link
level (or router level). Our “/30-/31” and “same AS” rules
provide the upper bound and lower bounds, respectively, on
the observed Internet routing asymmetry at the link level.
Fig 3 and Fig 4 show link level NA distribution for the AMP
and RETRO dataset. The real link level asymmetry distri-
bution should fall between line “/30-/31” and “same AS”.

Next, we examine the spatial distribution of the asymme-
try, i.e., we quantify the level of asymmetry that is experi-
enced by a particular monitor, For each AMP or RETRO
monitor, we compute the average NA of all the routes that
start from or end at that location. We sort the computed
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Figure 3: NA Distribution
for AMP data at link level
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Figure 4: NA Distribution
for RETRO data at link
level
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Figure 5: Spatial NA Dis-
tribution for AMP data
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Figure 6: Spatial NA Dis-
tribution for RETRO data

average NA in the ascending order and plot the distribu-
tions at the AS level in Fig. 5 and at the link level in Fig.
6. These two plots suggest that the average level of nor-
malized asymmetry is not the same for all monitors. Some
monitors consistently experience a higher average asymme-
try than others. This implies that the asymmetry may be
directly related to the way a host connects to the Inter-
net, i.e., the specific provider associated with the host. In
particular, whether or not a host perceives asymmetry may
depend on the routing policies that are used by the provider
of the host.

4. CONCLUSIONS
In this work, we present our framework for systemati-

cally quantifying asymmetry and apply it to real Internet
measurements. Thus, we compute the distribution of the
routing asymmetry in the Internet at both the AS and the
link/router levels for both US academic networks and gen-
eral commercial networks. We find the general commercial
networks and the US academic networks differ significantly
in terms of asymmetry and therefore their network proper-
ties.
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