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It is hard to predict anything, especially the future.
Storm P.



Trends

 Bigger, faster
 Wireless. Ubiquitous.
 Optical.
 International.
 Digital Convergence.
 Viruses, worms, security problems.
 Different.



Faster!

 40Gbit/s Internet links currently deployed.
 2 million voice calls (assuming 20Kb/s codec).

 Doubling approximately every 16-18 months.
 Continuously connect everyone in Britain using telephone-

quality audio in 6 years time via a single Internet link.
 Continuously connect everyone in Britain using DVD-

quality video in 16 years time via a single link.



Internet: Connecting Computers

Source:Internet Software Consortium (http://www.isc.org/)
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A Global Network
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Broadband Penetration

[Source: OECD]



Bigger...

 The net is already saturating in some countries
 Almost everyone who wants net access has it.

 Now reaches 15% of the world population.

 Really we’re just beginning
 The net is an enabling technology, not a goal in its own

right.



Wireless

“Mobile phones will never catch on.”
 Too big, too heavy, too expensive...

 Wireless Internet access will be ubiquitous.
 Wireless LANs.
 3G (despite the hype)

 Ultra-wideband
 Software Defined Radio



Ubiquitous wireless

 What will we do with it?
 Mobile phones, games, music.
 Household devices.
 Cars.

 Always on, always connected, wearable computing:
 News, event listings, train times.
 Google, dictionary.com
 Mapquest, multimap
 Location-based information.
 Subtitling the real world



Optical

 Optical transmission has been around for a long time.
 Now the net is starting to be optically switched:

 Many colours on a fibre.
 Switch individual colours.

 Advantages:
 simpler, cheaper, less heat dissipation.

 Disadvantages:
 Less control (security, denial-of-service attacks).
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The Reality:  
Internet Worms, Viruses, and Denial-of-Service Attacks

5:30am GMT
24th Jan 2003

Slammer Worm



Worms

Code Red Worm Slammer Worm

Theoretical (Logistic Curve)
Actual [Data courtesy of  CAIDA]



Denial of Service Attacks

The Register » Security » Network Security »

US credit card firm fights DDoS attack
By John Leyden
Published Thursday 23rd September 2004 11:13 GMT
US credit card processing firm Authorize.Net is fighting a sustained distributed denial of service
(DDoS) attack that has left it struggling to stay online.
In a statement to users posted yesterday, Authorize.Net said it "continues to experience intermittent
distributed denial of service (DDoS) attacks. Our system engineers have successfully minimised the
impact of each attack and have quickly restored services to affected merchants. Industry experts are
onsite and working with Authorize.Net to expedite a resolution. Please be aware that the stability and
reliability of the Authorize.Net platform remains our top priority; and we are doing everything we can to
restore and maintain secure transaction processing despite these unforeseen attacks."
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Digital Convergence:
One Network Connecting Everyone
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Convergence

 The net is general purpose
 It doesn’t do anything well.

 As it gets faster and more ubiquitous, it stops being cost-
effective to provide special-purpose networks.
 Phone
 Television
 Music, movies.



Different

 In 1992 we didn’t see the web coming.
 By 1995 it was 50% of the traffic.

 In 1999 we didn’t see Napster coming.
 By 2002 peer-to-peer file sharing was 50% of the traffic.

 We won’t see the next killer app coming either.
 Need to design the network to be flexible.



Fragility

 The tendency to move everything onto the net is irresistible.
 But the net was not designed to be this trustworthy.
 80% of the functionality for 20% of the cost.

 The net doesn’t have any embedded knowledge of services.
 It can’t tell when it’s working.
 It can support unknown services.

 There is a conflict between generality and predictability.
 What’s the worst-case scenario?



Development Cycle

We need this new feature to
keep our network functioning

Here’s a solution. 
Let us know how it works.



Hill Climbing

Internet

Possible
Future
Internet

You are
here



Imminent Architectural Problems
 Spam.
 Security.
 Denial-of-service Attacks
 Application deployment issues.

Medium Term Architectural Problems
 Congestion control.
 Routing.
 Mobility, Multi-homing
 Architectural ossification.

Long Term Problems
 Address space exhaustion.
 Security on optically switched networks.
 How to connect billions of small devices.
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The sky is falling!!!
 No.
 But we’re accumulating problems faster

than they’re being fixed.
 There has been no significant

architectural change to the network core
in a decade.

 The consequences of failure are
growing.



Evolving the Internet Architecture:
Changing the Engines in Mid-Flight



Key Challenge

Is it possible to change the Internet
architecture in a planned way,

so as to achieve long-term goals?

(or is it only possible to patch the pieces repeatedly until it gets too expensive and
unreliable, and eventually something better comes along and replaces it?)



From the very big to the very small...



Sensor Networks

 Miniaturization:
tiny computers +
sensors + radios +
long-lasting batteries.

 Can network large numbers of
very small computers.
 What will we do with them?

Pictures courtesy Crossbow Technology, Inc and JLH Labs



Year: 2019
A tanker crashes in a road tunnel under the Alps

Leaking vegetable oil catches fire.
Smoke fills the tunnel.



Networked sensors in the tunnel and vehicles communicate...

...accurate information and swift actions will save lives



What’s in the lorry?

Who is in control?
What information do they need?

Close the road.
Alert other drivers.

Will the tunnel collapse?

Where are the firefighters?
Who else is in there?
Where are they?
Are they hurt?



Research Needed:

 Standardized software for sensors.
 New communications models for large ad-hoc

networks of tiny machines.

 Serious issues of privacy and security.



How does the Net change us?



Making us dumber

 I used to be able to spell.
 I used to be able to add.
 I used to be able to write with a pen.
 I used to be able to remember phone numbers.

What will easy continuous access to data to do us?



Information Overload

 Email, instance messenger, web, TV, radio, DVD....
 Too much information, too little time to take it all in.
 Too hard to find out where you heard something.

 Need serious research into managing information.
 Need relevant information.
 Need trustworthy information.
 Need an audit trail - find something you vaguely remember.



Connecting People

 Distance is no longer a barrier to the flow of information.
 The decentralized nature of the net makes censorship

harder.
 Reduces centralized control over populations.
 Spreads rumours easily (for good or bad).

 Different people will interpret differently.
 The hope is that despite this, they’ll be closer in

understanding.
 Beware: the net is young.

 It doesn’t have to stay this way.



Making us wiser

 In an information poor world, data is power.
 In an information rich world, it’s more important to know how to

use information.

 What you know becomes less important.
 What you understand becomes more important.



Summary

 In many ways, the net only just works.
 This is a critical time.

 The net is moving out of its infancy.
 The problems are significant.
 The hopes are great.
 We get to shape its future.



The End

of the beginning...


