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ICN & Clean-slate approach

. Start point to design a new architecture

- No constraints, easier to explore new alternatives

- Makes adoption harder

« Incompatibility with existing hardware, protocols, applications
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Hybrid-ICN - an evolutionary approach

Simplify deployment and adoption

- Incremental deployment
- End hosts and few network nodes

- Reuse as much as possible

- Control & management planes,
hardware, protocols, ICN research

- Preserve ICN features

- Mobility, security, dynamic forwarding,
caching, receiver-driven transport ...



Hybrid-ICN... a new ICN architecture?

- Not exactly... inspired by CCNx nterest
.- same data structures (PIT, CS) pum—
- same forwarding pipeline

.- same features ) il FIB g
security, mobility, caching, multicast... Data
.. but integrated into IPvb and IPv4
hICN fwd
N oacket Pfvd | | e pipeline__ | | | « No isolated islands
packe ___Pipeline R * No overlay through encapsulation
L;pz\lli?we ....except for some specific case
|P router _______________ . o Reusablllty

hICN router



’ Insertion

‘ Socket API
N

A Transport Layer and Socket API for (h)ICN: Design,
Implementation and Performance Analysis. ACM ICN 2018.




Naming

- A naming/addressing system has implications in: P

DHCP, DHCPD

‘ Name management/assignement RIR, LIR, IPAM t00ls
NIR, ISP...

e Data plane FIB, longest-prefix match

e Control plane BGP, OSPF, SDN-approaches ...

‘ Hardware offloading WL, segmentation /




Can we use |IP to name data”?

- CCNx name: o
Segmentation info

ccnx:/foo/bar/?

Name segments

« hICN name:

Segmentation info

—
2001:0:0:0:0:0:0:1 1
e B

Name segments
\ J

Name |'oreﬂ><

Full Name

CCNx semantics (RFC 8569):

Composition of name segments
First few seg. are routable

Name is unbounded (in theory)
Not required to be human readable

48 >= 16<= 64

Routing prefix Sub Interface id
net

64 64

Routable name prefix Data identifier




Names management

Namespaces are IP networks assigned to AS-es

Host |
Ntw service to distribute names: = Network service
Prod. Prod.
- E.g., DHCP App 1 App 2
20017(0db8::/120 2001:0db8:)1::/120

Request hICN names

- Assigns them to producer applications (6.0.. 2007:00b8:/64)

« under lease, names are reused

hICN host stack#
- Location-independent names 7
- Within the same AS with intra-domain

producer mobility protocols Prefix assigned to the AS: 2001:0db8::/32



Packet format L3

IP packet format to:

be compatible with hardware
avoid encapsulation over IP

Interest packet

01234567890123456789012345671890123456728901

I Trarric I

Class

Flow Label

Payload Length I nNgXt I Hop Limit

Source Address

/

Name based forwarding

Data packet

012345678901234567890123456728901234561728901

Trarric
Version I I Flow Label
Class

Payload Length I nNgXt I Hop Limit

Destination Address




Packet format L4

Segmentation information

0123456789012345¢67189012345672890123456782901

Source Port Destination Po

TCPH ==

I| Loss Detection and Recover
Offset Scale AlICl IS N 4

ecksum

012345678901234567890§12345671890123456728901

B Source Port Destination Port
Length Checksum
ame o
Pseudo-TCP -
Over UDP Of;szt Scale Al|C||I| SY ; Loss Detection and Recovery
L ecksum

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Insertion into existing IP networks

hICN_VNF
7N

How do we set routing?
« OSPF, BPG... -> limited multipath,
multisource

Enabling a new router/host does not
require any configuration on any other ip or
\d/or its affiliates. Al rights reserved. Cisco Confidentia thN router



How does forwarding work”

» Interests are forwarded by name
« Data pkts. are forwarded using the PIT

How do we get IP router to forward data
pkts. ?

hICN router with locator IP address <R>

Incoming interest T e Outgoing interest
loc [ > with router's own IP address

: : > —» | <R> content
@ source address inserted into PIT

PIT
contentI : [loc]

ontent loc < < | <
@ destination address translation | @ data packet reaches <R> and
based on PIT entry destination address is stripped out

ontent <R>

Outgoing data Incoming Data

rits affiliates. All rights reserved. Cisco Confidential




Feasibllity



Can hICN traffic traverse the current internet?

consumer

o
N producer
. End-to-End reachability ‘.
- Middleboxes Traversal C%S%

- Compatibility with regular IP routers %:‘.—»




Controlled End-To-End Deployments

IP only path

hICN enabled in set of representative nodes at the edge

Producer’s IP address as unique content name

Content transfer from an hICN-enabled producer to an hICN-enabled consumer

Context Issues Counter-Measure
Academic None None
DC / Cloud None None
Residential Stateful Firewal Well known DST port

SYN Interests / RST/ACK Data

Enterprise

Security Appliance

First-hop Tunnel




Large Scale Measurements - Dataset

- 48619 prefixes announced by 14398 ASes
- 14455 ASes in the routing system at the time of writing
. Dataset almost covers the entire (IPv6) Internet.

- IP-AS Mapping: Team-Cymru IP-to-ASN + PeeringDB



Large Scale Measurements - Methodology

- Traceroute-like approach

Topology
AS Path

1. Traceroute

hICN probe
successful: ICMPv6
packet of type 3
(time exceeded)
with code O (hop
limit exceeded in
transit).

2. hICN Probes

3. AS Support

2019 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia



Large Scale Measurements - Results

Coverage hICN Support
# AS Ratio % # AS Ratio %

Cable/DSL/ISP 2291 1169 51.03 1032 88.28
Content 914 480 52.52 423 88.13
Academic 290 181 62.41 160 88.40
Enterprise 257 90 35.02 81 90.00
Non-Profit 217 103 48.8 85 82.52
Not Disclosed 350 355 41.76 309 87.04
Service Provider 1483 9971 066.82 912 92.03
Route Server 18 10 55.5 10 100.00
Unknown 8104 2530 31.21 2155 85.17
TOTAL 14418 5909 40.98 5166 87.4




Conclusion

- hICN is inspired by CCNx architecture

- Evolutionary approach to:
- simplify deployment
- increase adoption

- Maintain ICN features

- Feasibility tests show hICN traverses most of the AS-es

Internet-Draft: draft-muscariello-intarea-hicn-02
Project: https://wiki.fd.io/view/HICN

Email: acompagn@cisco.com
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